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Security Official DESIGNALTON ......coviieieieeierie et et sr e e sreeneas Form 2
S QN 7= N SRS Form 3
I g T o T o 1T TR Form 4
Information System ACHIVILY REVIEW .......ccuoeeeiiee et ee et Form5
Authorization and/Or SUPEIVISION.........oieiiirieiieriee et ae e Form 6
Workforce ClearanCe ProCEOUE............ooi it Form 7
TermMIiNatioN ProCEAUIES.........ooeiieiieee ettt st b e nne s Form 8
INformation ACCESS MaNagEMENT .........cceeriereereeie et ere e e et te e reeae e reeeeenee s Form9
Security AWareness and TraiNING ........ooeeeeiereerieeee e see e sseeseeeneeas Form 10
Workforce Member TraiNING.......ccoieereeieeieieeeseeseeee e e e seesaesee e e ssesseesreeseeneesseenees Form 11
ReSPONSE AN REPOIING ..ottt et sre et e sae e Form 12
(@001 110 = 0T0nY A = o RS Form 13
Y22 10 o] o PR Form 14
FaCility ACCESS CONLIOIS.....ccuiiueeieeeesieesteeee e eie s e ste e te e e s e e e sreesteesaesreesteeneesneenneeneenneenes Form 15
WOTKSEATON USE......eiiieieee sttt s sr e b neenneeneas Form 16
WOIKSLAtiON SECUNTY ...cuveceeeeeeeiecie sttt et esnaetesseesreeseeneenneenes Form 17
Disposal and MediaRE-USE........ccoiiiiiiiiesee et st Form 18
Accountability and Data Backup and SEOFrage........cccvevuereerieeieeseerieseeseesie e e e Form 19
Unique User Identification and Emergency Access Procedure..........ccoeeveeeeveenenceeneene. Form 20
Automatic Logoff and Encryption and DeCryption ...........ccccveceeveereeieesieesesee e e Form 21
AUAIT CONLIOIS.... .ottt ettt e e b et e s e e s be et e sneesbe et e sneesneeneas Form 22
Mechanism to Authenticate Electronic Protected Health Information............cccccovvviienee. Form 23
Person or Entity AUtNENEICALION.........cceiiiiieieeie ettt Form 24
Integrity ControlS and ENCIYPLION ........ccveiieieiee e e eie e eee e eneas Form 25
BUSINESS ASSOCIAEE AQIEEIMENT ......iieeiiietieiie sttt sttt st e e bt e e sre et eesneeneas Form 26
[RESERVED] ...ooiiiiiiiisieise ettt ettt sttt e b te e esesbenseneenesenneas Form 27
Plan Document AMENAMENT ..........ooiiiieiieieee et a e e sne e Form 28
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Security RUIE AMENTMENT ........ociiiiiiereeie et se e sreesee e Form 29

[RESERVED] ....oiiiiiiiiieise ettt sttt sttt s te e eseebesseneenessnneas Form 30
BreaCh 1dentifiCatioN...........cociiieiie et et Form 31
R LSS SR AV =1 ) PSSR Form 32
REMUNEIEiON POLICY .......coieeiiciieie ettt st Form 33
Media NOtiCE Of BrEACK ..ot Form 34
Log of Individuals Affected Dy BreaCh .........coooeiieiiiiineeeee s Form 35
Notification to Affected Individuals of Breach ..........cccecveieiiiiniiinineeeeee e Form 36
Law ENfOrCemMENt DEIAY .......ccooeeiiiiesieiee ettt st Form 37

R:\FIRM\000000\0020\A3462708.0

Version 08/09 2
© 2009 Michael Best & Friedrich LLP



